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These instructions describe the example configuration of a FortiGate NGFW in conjunction with
SparkView.

The name "FortiGate NGFW" is the property of Fortinet.

System-side entry / bookmark on the SSL-VPN portal

The user should find the link to SparkView on the SSL-VPN portal after successful authentication at
FortiGate.

Configuration SSL Settings

SSL-VPN Settings

Connection Settings €

Enable SSL-VPN L ®

Listen on Interface(s) ™ wan x
+

Listen on Port 8080

) Web mode access will be listening at
https://172.26.5.223:8080

Redirect HTTP to SSL-VPN (O

Restrict Access LUGUFEER (L Vel Limit access to specific hosts

Idle Logout C
Inactive For 300 Seconds
Server Certificate ¥ Fortinet_Factory -

Click here to learn more

Require Client Certificate (B

Tunnel Mode Client Settings @
Address Range Automatically assign addresses BTGl EELEES

Tunnel users will receive IPs in the range of 10.212.134.200 -

10.212.134.210
DNS Server Same as client system DNS
DNS Server #1 8888
DNS Server #2 1111

Specify WINS Servers O

Authentication/Portal Mapping @

4 CreateNew | o ¢ @ Delete B Send SSLVPN Configuration
Users/Groups = Portal =
All Other Users/Groups web-access
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Edit Default Authentication/Portal Mapping x

Users/Groups  All Other Users/Groups

Portal web-access i

Select the web-portal

> @~ L2~ Q admin~

\ # Edit S Q
Name & Tunnel Mode & Web Mode &
full-access © Enabled © Enabled
tunnel-access © Enabled © Disabled
web-access © Disabled © Enabled

Edit SSL-VPN Portal

Name | web-access

Limit Users to One SSL-VPN Connection at a Time (B

@ Tunnel Mode

(O Restrict to Specific OS Versions

@ Enable Web Mode

Portal Message SSL-VPN Portal

Theme Neutrino b
Show Session Information @

Show Connection Launcher @

Show Login History ©
User Bookmarks ©
Rewrite Content IP/UI/ »
RDP/VNC clipboard O

Predefined Bookmarks

+ 1 # earch Q

Name ¥ Type = Location = Description

Sparkview HTTP/HTTPS | httpsw/test.example.com

@D Enable FortiClient Download

Download Method SSL-VPN Proxy

Customize Download Location O

V1.EN August 2021 Page 3 0of9



BEYOND
SSL

Configure the bookmark in the selected portal

Edit Bookmark X
Name Sparkview

Type HTTP/HTTPS -

URL https.//test.example.com

Description

Single Sign-On SSLVPNLaga‘n Alternative

272 Pleaselogin

Username
Password
Login

Launch FortiClient

“"Login to the SSL portal

SSL-VPN Portal

© Download FortiClient »

Bookmarks

*)

Sparkview

& Quick Connection  + New Bookmark

History

2021/07/29 09:28:48 1921661110 8minute(s)and 11 second(s) 247.26KBin/ 675.98 KB out
2021/07/29.0%:27:36 1921661110 1 minutels) and 4 secondis) 08in/0Bout
2021/07/2909:26:18 192.1681.110 1 minute(s)and 12 secondls) 08in/0Bout
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System-side entry / bookmark on the SSL-VPN portal with SSO

The user should find the link to SparkView on the SSL-VPN portal after successful authentication at
FortiGate. When calling up SparkView, the user should be automatically logged on to SparkView with
his login data (single sign-on).

Name % Tunnel Mode + Web Mode <
@ Enabled @ Enabled

© Disabled

@ Enabled

The portal used has the name "web-access" and is then configured via the CLI.
CLI configuration for SSO

CLI Console(2)

FortiGate-40F # config ssl vp
command parse error before 'ssl’

FortiGate-40F # config vpn ssl web portal

FortiGate-48F (portal) # edit web-access
|

FortiGate-48F (web-access) # set hide-sso-credential disable

FortiGate-40F (web-access) # end

FortiGate-40F # I

Edit Bookmark x
Name Sparkview
Type HTTP/HTTPS v
URL | https.//test.example.com
Description

Single Sign-On Disable ESSEVEIIITIIY Alternative
SSO Form Data (O
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Login

Launch FortiClient

SSL-VPN Portal

S Download FortiCllent ~

Bookmarks

*)

Sparkview

& QuickConnection  + New Bookmark

History
2021/07/29.0%:28:48 1921681110 8minute(s)and 11 second(s) 247.26KBin/ 675,98 KB out
2021/07/2909:27:36 1921681110 1 minutels) and 4 secondis) 08Bin/0Bout
2021/07/29 09:26:18 192.1681.110 1 minute(s)and 12 secondls) 08in/0Bout

View

C Y @ httpsy/sparkview.local

My Computers and Programs:

Remote Deskiop

Deskiop Writer

German (Germany) ®open in existing window # Use multiple monitors

Copyright ® Remote Spark Corp. 2011 - 2021 www.remotespark.com

B
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Direct redirection to SparkView after successful registration

After successful authentication at the FortiGate, the user should be forwarded directly to the
SparkView portal login. This is done by forwarding the public IP address to the Sparkview server in
the local network. An example is shown below using images.

Details Interfaces & Services Hit Count $ Last Used

B pva virtual IP @

@ Reverse_Proxy_Sparkview

123.123.123.123 — ) Sparkview 3 minutes ago

Virtual IPs

Edit Virtual IP

VIP type IPv4

Policy & Objects
Name Reverse_Proxy_Sparkview
Comments | Write acomment 0/255
Color @ Change
Network
Interface €@
Type FQDN

External B roon
123.123.123.123

Mapped address = Sparkview -

O Optional Filters

(P Port Forwarding

Policy Lookup Q el BY Sequence

Name Source Destination Schedule Service Action NAT Security Profiles Log

@ B =2 tan 8 wan @

B Policy & Objects
Firewall Policy

Bal

@ always @ ALL + ACCEPT © Enabled IEEN no-inspection O ut™

Sparkview @ Reverse_Proxy_Sparkview (8 always @ HTTPS v ACCEPT © Disabled =M ro-inspection © Al

[ /@ SSL-VPN tunnel interface (ssLroot) — i wan @

All-Access & Heinz Bal @ always @ ALL + ACCEPT © Enabled IESM no-inspection O u™m

Bal

V1.EN August 2021 Page 7 of 9



BEYOND
SSL

Creation of the policy, which activates the NAT. In addition, a locally created user is stored for
authentication against the firewall, so that not everyone simply ends up on the SparkView portal.
(Radius / LDAP users can also be stored)

=
Edit Policy
® Policy & Objects Name @ Sparkview
Firewall Policy Incoming Interface 22 lan -
Outgoing Interface ™ wan ol
Source =al x
& Heinz x
+
Destination & Reverse_Proxy Sparkview x
+
Schedule ® always -
Service @ HTTPS x

+
Action L. a3yl @ DENY

Inspection Mode  [RIERGEEAE Proxy-based

Firewall / Network Options

NAT »

Protocol Options v| #
Security Profiles

AntiVirus >

Web Filter »

DNS Filter »

Application Control O

IPS (o ]

SSL Inspection f"‘é,ﬂ no-inspection - &

Logging Options
Log Allowed Traffic @ = Security Events JENISSGTE

Comments | Write acomment 0/1023

Enable this policy €O

F O ATINET v7.01 “ Cancel

Login

Launch FortiClient
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BEYOND SparkView V6.0
SSL

Spark Gateway: | sparkview.local Ses what's new.

DomainUsemame:

Password:

Supported Fortigate Models

7014 & Copy Link & Download PDF

Introduction and supported models

This guide provides release information for FortiOS 7.0.1 buid 0157

For FortiOS documentation, see the Fortinet Document Library

Supported models

FortiOS 7.0.1 supports the following models

FortiGate FG-40F, FG-40F-3G4Q, FG-60E, FG-B0E-DSL, FG-80E-DSLJ, FG-60E-POE, FG-80F, FG-61E, FG-61F, FG-80E, FG-
B0E-POE, FG-80F, FG-80F-BP, FG-81E, FG-81E-POE, FG-81F, FG-90E, FG-91E, FG-100E, FG-100EF, FG-100F, FG-
101E, FG-101F, FG-140E, FG-140E-POE, FG-200E, FG-201E, FG-300E, FG-301E, FG-400E, FG-400E-BP, FG-401E,
FG-500E, FG-501E, FG-800E, FG-801E, FG-800D, FG-900D, FG-1000D, FG-1100E, FG-1101E, FG-1200D, FG-1500D,
FG-1500DT, FG-2000E, FG-2200E, FG-2201E, FG-2500E, FG-3000D, FG-3100D, FG-3200D, FG-3300€, FG-3301E,
FG3-3400E, FG-3401E, FG-3600E, F3-3601E, FG-3700D, FG-3800D, FG-3960E, FG-3980E, FG-5001E, FG-5001E1

FortiWiFi PWF-40F, FWF-40F-3G4G, FWF-60E, FWF-60E-DSL, FWF-60E-DSL.), FWF-60F, FWF-61E, FWF-61F
FortiGate Rugged FGR-B60F, FGR-60F-3G4G
FortiGate VM FG-VM6B4, FG-VMB4-ALl, FG-VMB4-AWS, FG-VMB4-AZURE, FG-VMB4-GCP, FG-VMEB4-HV, FG-VMB4-IBM, FG-VMB4-

KVM, FG-VME4-OPC, FG-VME4-RAXONDEMAND, FG-VMB4-SVM, FG-VMEB4-VMX, FG-VMB4-XEN

Pay-as-you-go images FOS-VM64, FOS-VMB4-HV, FOB-VMB4-KVM, FOS-VMB4-XEN
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